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Policy Number/Title: 7.3.2  Cellular Service Policy  
Effective Since: 07/10/2014 
Last Revision Approved: 07/10/2014 
Responsible Office: Computing & Information Technology 

 
 

1. Scope: 

 
This section was intentionally left blank. 
 

2. Definitions: 

 
The use of the term "cell phone" or "cellular service" in this document includes Winthrop 
University owned cell phones, "smart phones" (PDA phones such as Blackberry, iPhone, 
and Android models), aircards, pagers, and other equipment that use cell phone carrier 
networks. 
 

3. Policy: 

 
Cell phones have proven to be a timely, effective, and efficient method of communication 
among University employees in the field or away from campus. However, the benefits of 
acquiring and using University owned cell phones must be weighed carefully against the 
costs to the University when determining if a University cell phone is warranted. This 
document outlines the procedures for obtaining and maintaining cell phones and cell 
phone services that are paid for with Winthrop University funds. 
 

4. Procedures: 

 
Except as defined below under EXCEPTIONS, all cell phones and cellular services 
owned/subscribed by Winthrop University (including existing services) shall be 
appropriately documented on the Winthrop University Cellular Service Request and the 
Winthrop University Cellular Amendment Request forms and shall be included under the 
centrally managed University cell phone contract(s). The Campus Cell Phone Coordinator 
will work with the Supervisor/Department Head to obtain the service requested and to 
advise on the most cost-effective and appropriate plan or usage choices. 
 
The Supervisor/Department Head and respective Vice President (or Athletics Director) will 
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approve or reject all Winthrop University Cellular Service Request and Winthrop University 
Cellular Amendment Request forms to determine if the explanation is adequate to justify a 
University owned cell phone.  The justification should show a clear connection between the 
user's job responsibilities/duties and the need for a cell phone, including the additional 
services required, such as text messaging, Internet, and email. Justification examples 
include: 
 

• Staff who work in the field a substantial portion of the day (field work in areas 
covered by two-way radio is not adequate justification for a University owned cell 
phone; for example, if an employee only performs field work in one building that has 
two-way radio coverage, then a cell-phone is not justified for that type of field work); 

• Staff who are frequently contacted after hours or on an emergency or on-call basis 
for University business; 

• Staff who travel frequently for University business; 
 

 
Any changes to cell phone plans should be documented and approved on the Winthrop 
University Cellular Amendment Request form and coordinated with the Campus Cell 
Phone Coordinator. 
 
Exceptions to Centrally Managed University Cell Phone Contracts 
 
The centrally managed cell phone contract(s) will be leveraged to maximize savings to 
Winthrop University through pooled minutes and other contract features. Therefore, any 
department that requires cell phone service under a contract separate from the centrally 
managed University cell phone contract(s) shall file documentation with the Campus Cell 
Phone Coordinator that includes the following information: 
 

1. Justification for using a different contract or carrier; 
2. Assurance that the Purchasing Department has been notified and that procurement 

policies have been followed on the separate contract; 
3. Documentation on the users, equipment, plans and pricing to be used on the 

separate contract; and 
4. Agreement to inform the Campus Cell Phone Coordinator with periodic updates on 

users, equipment, and plans in use on the separate contract. 
 

Data plan services for tablets that do not require a contract and that can be activated and 
deactivated on a month-by-month basis do not require documentation or approval under 
this policy.  For example, a monthly data plan for an iPad that is paid for by a university 
procurement card does not need to be documented on a Winthrop University Cellular 
Service Request form; however the payment must be documented in the procurement card 
file. 
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Payments 
 
Payment for all University owned cell phones, cell phone plans, or cell phone equipment 
shall be made with a University procurement card and charged to the budget specified on 
the Winthrop University Cellular Service Request form. 
 
All costs associated with cell phone usage (equipment, accessories, surcharges and taxes) 
including the cell phone plans which have been approved by the Supervisor/Department 
Head and respective Vice President (or Athletics Director) will be charged to the 
department that requests mobile service. Reimbursements for personal use from 
individual users will be deposited into the same department budget used to pay for cell 
phone services.  
 
Business Use 
 
University owned cell phones are provided for business use. All use of University owned 
electronic communication resources must comply with University policies and must not 
directly or indirectly interfere with the employee's duties or obligations to the University.  
 
All Winthrop University owned cell phones must have a protective carrier or case. 
 
Changes to IRS code (Small Business Jobs Act of 2010) now allow some personal use of 
employer provided cell phones without additional tax or reporting liability. However, 
personal calls on Winthrop owned cell phones are permitted only if they are known to be 
"free" (such as night/weekend minutes and mobile to mobile calling). If personal calls are 
regularly placed and consume University plan minutes, the cell phone user is subject to 
disciplinary action (see section in this policy titled "Disciplinary Action" for more 
information). 
 
International calling from a University owned cell phone is prohibited unless the user 
regularly calls internationally and has an authorized international calling plan in 
place. Alternatively, Winthrop University issued long distance codes and calling cards 
should be used when calling internationally. 
 
Upgrades are not permitted unless the current phone is not in working order or justification 
and authorization has been obtained from the Supervisor/Department Head and 
respective Vice President (or Athletics Director). 
 
Traditional directory assistance calls, such as 411 calls, may result in charges. Therefore, 
fee-based directory assistance calls are prohibited. Alternate free services should be used 
when directory assistance is required. 
 
Any downloads or other services that are not work-related and that incur charges on the 
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cell phone bill are prohibited. 
 
All cell phone bills are subject to regular audits by the University Cell Phone Coordinator. 
 
Porting 
 
Cellular telephone numbers may be ported in and out from university paid cell phone plans 
if requested. Numbers ported in to a university paid cell phone plan must be within the 
Rock Hill local dialing area or within the Charlotte LATA, and must be documented on the 
request form. Numbers ported outside of the Charlotte LATA must be justified on the 
request form with a notation that phone calls from campus to the cell phone number will 
result in long distance charges. Users departing Winthrop are permitted to port their 
numbers out from a university paid plan to a personal plan if the number being ported was 
assigned to the user by name. 
 
Safety 
 
The use of a Winthrop University owned cell phone while driving or operating equipment is 
strictly prohibited, except for voice use with a hands-free device when appropriate and 
deemed safe by the user. 
 
Physical Security 
 
Individual users shall exercise precautions handling, storing, and securing cell 
phones. Devices should not be left unattended in unsecured locations under any 
circumstances. Theft tracking software that is provided for free by the manufacturer must 
be installed (e.g. Find My iPhone) on all university owned cell phones, even if other third 
party tracking programs are loaded. Users needing assistance with tracking software may 
contact the IT Service Desk. 
 
Data Security 
 
The increased flexibility and portability of a data storing and data accessing devices means 
there are also more opportunities for data to be stolen, lost, or inadvertently exposed. If 
sensitive data (such as student records, employee records, personally identifiable 
information, etc.) is stored on a cell phone or tablet, an appropriate level of security must 
be applied. Furthermore, users must adhere to any relevant policies regarding the storage 
and use of sensitive information. Users should also be aware of and adhere to policies, 
grant rules, laws, and other compliance issues related to the use and transportation of data 
contained within cell phones or tablets (e.g. a federally funded grant may not allow the 
transportation of grant funded research data to certain foreign countries). Users should 
note that policies are frequently updated and added that pertain to data security and 
personally identifiable information. Users are responsible for complying with all applicable 
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policies, rules, and laws. 
 
If any sensitive data is stored or accessed on a cell phone or tablet, the following additional 
steps must be taken: 
 

• A password must be used upon device wake up and before accessing any systems 
from the tablet. 

• Passwords must not be stored (must not be memorized by the device) and must be 
entered each time an authenticated application (such as Wingspan) is accessed, 
regardless of the application. 

• Any sensitive data stored on the device or stored in the cloud must be encrypted 
and password protected. 

• The cell phone or tablet must automatically lock after 5 minutes of inactivity. 
 

Responsibilities 
 
Individual responsibilities for the cell phone user, Supervisor or Department Head, 
Department Procurement Card Liaison, Vice President (or Athletics Director), and Cell 
Phone Coordinator are given below.  
 
Cell Phone User: 
 

1. Ensure that the use of the cell phone is consistent with University policies and 
procedures. 

2. Ensure that the cell phone is secure such that unauthorized use will not occur. 
3. Ensure that the cell phone is handled in a responsible manner to minimize damage 

and accidents. 
4. Ensure that the cell phone is used in a fiscally responsible manner. 
5. Ensure that the Campus Cell Phone Coordinator is contacted if the phone is lost, 

stolen, or damaged. 
6. Review the monthly cell phone bill for accuracy. 

 
Department Procurement Card Liaison or Budget Coordinator: 

 
1. Coordinate with the Supervisor/Department Head to review monthly cell phone bills 

and summary reports to ensure departmental users are compliant with policies, 
including the Winthrop University Cellular Service Policy. 
 

Supervisor or Department Head of the Cell Phone User: 
 

1. Approve/Deny requests for cell phone service, service changes, equipment and any 
amendments made to existing plans. Approval shall be indicated on the Winthrop 
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University Cellular Service Request or Winthrop University Cellular Amendment 
Request forms.   

2. Coordinate with the Departmental Procurement Card Liaison to review monthly cell 
phone bills and summary reports to ensure departmental users are compliant with 
University policies. The Supervisor/Department Head is responsible for determining 
if questionable departmental user calls, overages, etc., are for University business 
or personal use. 

3. Coordinate with the Campus Cell Phone Coordinator to initiate plan changes when 
advised such changes will be more cost-effective to the University. 

4. Coordinate with the Campus Cell Phone Coordinator, Controller's Office, Internal 
Auditor, or Purchasing Department if cell phone records are audited. 

5. Take an active role in ensuring that department cell phone users are complying with 
University policies, including the initiation of counseling or disciplinary action as 
needed. 
 

Respective Vice President (or Athletics Director): 
  

1. Approve/Deny requests for cell phone service, service changes, equipment and any 
amendments made to existing plans. Approval shall be indicated on the Winthrop 
University Cellular Service Request or Winthrop University Cellular Amendment 
Request forms.  

2. Review justification given on Winthrop University Cellular Service Request or 
Winthrop University Cellular Amendment Request forms. The justification should 
show a clear connection between the user's job responsibilities/duties and the need 
for a cell phone, including the additional services required, such as number of 
minutes, text messaging, Internet, and email. 

3. Review all cell phone users in their area once a year to ensure that their reasoning 
for a University paid cell phone is still justified. 

 
Campus Cell Phone Coordinator: 
 
1. Coordinate University business with the centrally managed cell phone contract 

vendors. 
2. Serve as first point of contact to determine if user problems may be solved locally or 

if the user should contact the cell phone vendor directly. 
3. Provide advice on appropriate equipment and calling plans to departmental users 

and Department Heads/Supervisors. 
4. Analyze cell phone usage and cost trends to provide advice to Department 

Heads/Supervisors regarding contract pricing, plans, usage, and features. This 
includes advice to move to smaller plans if plan minutes are underutilized for 
business calls. 
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5. Audit cell phone bills regularly to ensure Winthrop University Cellular Service Policy 
is being followed. 
 

Disciplinary Action and Reimbursements 
 
Cell phone privileges may be suspended if any of the guidelines stated in this policy are not 
followed. 
 
The Supervisor or Department Head is expected to counsel and advise employees 
appropriately when infractions are discovered to minimize recidivism. The Supervisor or 
Department Head may elect to take additional disciplinary action as permitted in the 
Employee or Faculty handbooks. 
 
All other costs associated with non-work related charges, such as roaming, usage charges, 
overages, unauthorized downloads, etc., will be charged to the department with the 
expectation of reimbursement by the cell phone user. All additional charges accrued will be 
examined by the Department Procurement Card Liaison and Department 
Head/Supervisor. When roaming, usage, overage, and download charges have accrued, 
they will be identified by the Department Head/Supervisor as either work-related or 
personal. If the charges are personal, the cell phone user must fill out a departmental 
deposit to reimburse the University. The receipt for the departmental deposit must be 
printed, attached to the cell phone bill, and maintained in the department for potential 
audit. If the charges are work-related, a notation should be made on the cell phone bill and 
signed by the Supervisor/Department Head. If work-related charges regularly re-occur, 
then the cell phone plan will be examined by the University Cell Phone Coordinator to 
advise on changing the current plan, and will follow the authorization process stated in the 
"Procedures" section of this policy.  
Return of Cell Phone Equipment 
 
Upon separation from the University or other cancellation of service, the cell phone user 
should immediately turn in their equipment to their Supervisor. The Supervisor should 
return the equipment to the Campus Cell Phone Coordinator or make alternate 
arrangements with the Campus Cell Phone Coordinator.  
 
In the event of cell phone replacement (including upgrades) for any cell phone purchased 
with Winthrop University funds, the old cell phone must be returned to the Campus Cell 
Phone Coordinator for use as spare parts or for loaning when other users have temporary 
equipment problems.  It is contrary to state surplus regulations to sell, donate, or give away 
university-owned cell phones without approval from the State Surplus Office.  
 

5. Resources: 
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This section was intentionally left blank. 
 

6. History of Revisions: 

 
07/10/2014 Minor revisions 
  
01/17/2023 Policy first established 
 

7. Approvals: 

 
Responsible Officer Signature/Date: 
 
Vice President/Senior Administrator Signature/Date: 
 
President Signature/Date: 


	1. Scope:
	2. Definitions:
	3. Policy:
	4. Procedures:
	5. Resources:
	6. History of Revisions:
	7. Approvals:

